Networking Primer

Sources:

https://www.ece.uvic.ca/~itraore/elec567-13/notes/dist-03-4.pdf

https://www.geeksforgeeks.org/basics-computer-networking/

https://en.wikipedia.org/wiki/Computer_network

This short set of notes is designed to provide a basic overview of computer networking. We start
with some definitions and brief history, then move on to structures, services, protocols, etc. We
will finish with some hands-on work using python.

Introduction

What is a computer network? A computer network is a collection of computers, switches, routers
and other communication equipment that enables computer users to share information in an easy
and convenient manner. Networks support services such as email, file transfer, streaming, online
chat, etc. Networks also make it easy to do things like share printers, scanners, and other needed
equipment.

A network can be defined as a group of computers and other devices connected in some way so as
to be able to exchange data.

e Each of the devices on the network can be thought of as a node; each node has a unique
address.

e Addresses are numeric quantities that are easy for computers to work with, but not for
humans to remember. Example: 204.160.241.98

e Some networks also provide names that humans can more easily remember than numbers.

Example: www.javasoft.com, corresponds to the above numeric address.

Abbreviated History

The first networks were built for the U.S. military in the late 1950’s. It was based on the Bell 101
modem, the first commercial modem. It allowed digital data to be transmitted over telephone lines
at a rate of 110 bits per second. Later, in 1963 J.C.R. Licklider wrote a memorandum discussing the
concept of a computer network intended to allow general communications between and among
computer users. Soon afterwards Western Electric integrated computer control into the telephone
network. The idea of data packets, routing, communication etc. were developed by Paul Buran and
Donald Davies throughout the 1960’s; their contributions were fundamental to the area of
computer networking.

In 1969 the first examples of wide area networks were created by linking computers at UCLA,
Stanford, University of California at Santa Barbara, and the University of Utah with a 50kbit line.
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This system became know as ARAPANET. In 1971 the first wireless wide area network came online
to link the University of Hawaii to computers located on some of the other Hawaiian Islands. This
network became know as ALOHAnNet or the ALOHA system or just ALOHA. Terminals were
connected to the system using serial telephone lines and RS-232 protocol at a speed of 9600 bits/s.

In 1973 Robert Metcalfe at XEROX wrote a memo that described Ethernet, a networking system
based on the ideas pioneered by ALOHA. Laterin 1974, Carl Sunshine wrote the Transmission
Control Protocol (TCP) specification and coined the word Internet, shorthand for internetworking.
In 1976, a token passing network, was used to share storage devices. In 1977 GTE developed the
first long distance fiber network.

In 1980, Ethernet was upgraded from 2.94 Mbit to 10bit. Much later, in 1995 it was increased from
10Mbit to 100Mbit; in 1998 it went to 1Gbit, and later in 2018 400 Gbit.

Concepts and Definitions

Internet Protocol address (IP address)

An IP address is a unique numerical identifier that is assigned to every device on a network. IP
addresses are used to identify devices and enable communication between them. An IP address
identifies a machine that is connected to the internet. Originally it Consisted of 4 numbers
separated by periods

Example: 136.102.233.49
This is (IPv4), but eventually this became too small, so IPv6 using 8 bytes was introduced.

Domain Name System (DNS)

This system provides a way to match IP addresses with text/mnemonic addresses so that users can
more easily work with addresses. Itis much easier to remember something like www.jenny.com
than 867.530.9.000 when referring someone’s web page address. DNS servers translate the text
versions of the address to the numeric IP addresses. One thing to note is that IP addresses must be
unique.

Ports and Data Transmisison

An IP port is a number that identifies a specific application running on a host machine. Common
port numbers are below:

Application Port numbers
HTTP 80

FTP 20, 21

SMTP (email) 25

POP3 (email) 110

When programming network applications, often people request a “socket”. Socket to socket
communication is supported by many languages, C/C++ and Python being two of them. A socketis
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a combination of IP address and port number. So using a socket a program can send information to
a port number on a specific computer at some location in the internet.

Data is transmitted throughout the internet using data packets. A data packet is a data structure
that has afew parts to it. The first partis a header section that holds address information of the
source and destination computers and packet numbers so that the data can be reassembled in the
correct order when it reaches the destination computer. The next section holds the data itself, and
finally there may be error information such as data check sums or the like.

As an example, if a file is going to be transferred from a source computer to a destination computer
that are separated by some distance, it will be broken down into several separate packets, each
with a header section that contains address information and a packet number, and then a data
section that contains part of the file. The receiving computer will collect the packets and
reassemble the file based on the packet numbers. If a packet is missing the receiving computer
canrequest it to be resent (it will notice a gap in the packets it received). The transmitting computer
will resend the lost packet, and the file can be reassembled without loss of data.

Network Types and Their Technologies

The most common network types are Wide Area Networks (WAN) and Local Area Networks (LAN).
WANSs cover large areas like cities, countries, etc. LANs cover small areas, like a building or a group
of buildings. Because the transmission distances are different for the two types of networks, they
rely on different technologies.

WANSs rely on a few different types of technologies. Asynchronous Transfer Mode (ATM) and/or
Integrated Services Digital Network (ISDN) are connection based systems, meaning that a
connection must be established between the two machines. These have been superseded by
Internet Protocol (IP) methods which is a connectionless method. While ATM has many good
points, it is less scalable than IP. ISDN is an older technology used for voice over data on telephone
lines.

LANSs rely on Ethernet, Token Ring, FDDI, etc. Ethernetis a technology that is based on bursting
data on a transfer medium. That s, if a computer needs to transfer data, if the bus is idle it starts
transmitting, if a data collision occurs because some other machine starts transmitting at the same
time, both machines wait a random amount of time and begin transmitting again. This strategy
works well for situations in which the data line is not busy. If data traffic is heavy, collisions will
become excessive and the data transfer throughput will suffer.

Token Rings work on the principle of whichever machine has the token has the right of way to
transmit data. The token is passed in an orderly manner from machine to machine. If a machine
has no data to transmit it immediately passes the token to the next machine. In this way collisions
are avoided. For systems in which several machines have to transmit data on a regular basis, this
system is much more efficient than ethernet. As long as the transmittal time is kept reasonable,
this system is effective. FDDI (Fiber Distributed Data Interface) is similar, but it utilizes two rings
running in opposite directions.



Network Topologies

Ethernet LAN (image from https://www.researchgate.net/figure/Example-of-the-original-Ethernet-
Bus-structure_fig4_31598273)

Below is a diagram of the original ethernet system. Each of the clients share a data transmission
bus. When a client wants to use the bus, they wait till the bus is idle and they start transmitting. If
more than one machine attempts to transmit at the same time a collision occurs. Each machine
involved in the collision will wait a random time and then try to transmit.
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Token Ring LAN (https://www.geeksforgeeks.org/efficiency-of-token-ring/)

Token passes around the ring
from station to station
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FDDI LAN (source - https://www.oreilly.com/library/view/networking-concepts-
and/0131482076/0131482076_ch05levisec2.html)
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Interconnection of Network Devices and Networks.

Networks are assembled from a collection of different hardware and cabling technologies.

LANs are commonly comprised of ethernet cables such as Cat5, and switches. These are
essentially groups of twisted pairs of copper wires, i.e. telephone wire connected by a switch that
forwards data packets based on their MAC addresses (each device has a 48 bit MAC address,
assigned when the device is manufactured. It acts as that devices identifier/address).

WANSs are a collection of devices and networks connected by high speed digital lines. Devices such
as bridges, routers, gateways, etc., manage the translation of data from 1 protocol to another.



Connection Devices
e Bridge - Connects two LANs that use the same protocol.
e Router - Connects different types of networks using different protocols.
e B-router or Bridge/Router — Combines the functionality of bridges and routers in one device.
e (Gateway - A device that connects two different systems using direct and systematic
translation between protocols.
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The diagram above provides an example of the connectivity possible in computer networks. The
switches are providing local connections to like devices, while the routers are providing the local
groups connectivity to devices/networks in different locations. The routers are making sure that
information can be exchanged between the various protocols.

Protocols

The job of a protocol is to define the rules that govern the communications between computers and
devices connected to the network. The protocols rules govern addressing, routing, error detection
and recovery, etc.

Examples of Protocols

e HTTP - Hyper Text Transfer Protocol, regulates communication between web browsers and
servers

e TCP/IP -Transfer Control Protocol/Internet Protocol is the foundational protocol suite of the
internet, enabling reliable communication. TCP Ensures data is delivered reliably and in
order and IP routes data packets to their destination based on IP addresses.



e  SMTP - Simple Mail Transfer Protocol is used to send email. SMTP protocol works with
other protocols like POP3 and IMAP for email retrieval.

o FTP-File Transfer Protocol is used for transferring files between computers. Includes
commands for uploading, downloading, and managing files on a remote server.

o DNS - Domain Name System translates human-friendly domain names into IP addresses.
Ensures seamless navigation on the internet.

OSl and TCP/IP and IP Models for Network Communication

Source: https://www.splunk.com/en_us/blog/learn/osi-model.html

The foundational model for network communication is the OSI model. These layer’s purpose is to
make the communication from computer to computer a seamless and error free exercise, even
though the system itself is full of machines and data lines in which there many issues, including
synchronization of machines/timing issues, transmission errors, etc. It has 7 layers, each with a
specific function. The layers are:

7. Application —The application layer is the closest layer to the end user. It receives
information from the end user and sends results back to the user. Despite its name, Layer 7
is not where client applications live. This layer provides the protocols that allow
software/apps to transmit data, including:

a. HTTP and HTTPS

FTP

POP & SMTP

DNS

Telnet

DHCP

g. SNMP

6. Presentation — The presentation layer ensures the data is prepared in a usable form for the
application layer (receiving side) or for the network layer (sending side). Layer 6 is
responsible for:

a. Data translation

b. Encryption & decryption

c. Compression

d. Other data preparation items

5. Session-The session layer creates and maintains the sessions (connections) that two
systems need in order to speak to each other. It also creates checkpoints to ensure and
synchronize data transfer.

a. When sessions are created and opened

b. How long sessions remain open to successfully exchange data
c. Whento close sessions

d. And more

4. Transport-The transport layer uses transmission protocols including Transmission Control
Protocol (TCP) and User Datagram Protocol (UDP), to manage network traffic between
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systems to ensure correct data transfers. Layer 4 also handles flow control and error
control, regulates transmission speed and requests retransmissions if needed.
a. Onthe sending side, it takes data from the session layer and breaks it into segments
for the network layer.
b. Onthe receiving side, it reassembles the segments from the network layer and
passes them on to the session layer.

3. Network —The network layer decides which physical path the data will take. It’s responsible
for breaking up transport layer segments into smaller network packets for transmission and
for reassembling those packets on the receiving system. This session routes packets to their
destination, mostly by using IP addressing. Layer 3 processing is generally bypassed when
the sending and receiving systems are on the same network.

2. Datalink-The data link layer defines the format of data on the network. Like the network
layer, the data link layer enables data transfer between two directly connected nodes or
systems on the same network. Layer 2 also corrects errors that may have occurred at the
physical layer (layer 1). It uses media access control (MAC) processing for flow control and
multiplexing between two systems. It also uses logical link control (LLC) to provide flow
control and error control.

1. Physical - The physical layer converts and transmits raw bit stream data (1s and 0s) over the
physical medium. Layer 1 concerns the physical and electrical connections the system
uses. The physical layer also discusses network components such as hubs, repeaters,
modems, network adaptors, etc. Itincludes:

a. Wireless frequency links, like Wi-Fi and wireless network connections

b. Network cabling

c. Light-speed transmission, such as fiber-optic cabling

d. The physical specifications for data transmission, including voltages and pin layouts

The TCP/IP Model is similar but only has 4 layers.

1. Network layer — Provides the same functionality as the physical, the data link and network
layers in the OSI model.
a. Mapping between IP addresses and network physical addresses.
b. Encapsulation of IP datagrams, e.g packets, in format understandable by the
network.
2. Internet layer
a. Lies atthe heart of TCP/IP.
b. Based on the Internet Protocol (IP), which provides the frame for transmitting data
from place A to place B.
3. Transport layer
a. Based on two main protocols: TCP (Transmission Control Protocol) and UDP (User
Datagram protocol)
4. Application layer
a. Combines the functions of the OSI application, presentation, and session layers.
b. Protocols involved in this layer: HTTP, FTP, SMTP etc.

Both the OSI and TCP/IP protocols are used widely in the internet today.



Network to Network Connections

LANs and WANSs are connected by various transmission lines and hardware to form the internet.
The protocols that manage much of the data transmission and connectivity are IP and TCP.

Internet Protocol (IP)

IP is a connectionless oriented protocol. It does not make a connection request before sending
data. Its main purpose is to:

e Transform data into packets for transmission. Reassemble the packets into data upon
receiving.

o Route the packets through successive networks from source machine/network to
destination machine/network.

Packets are not guaranteed to be delivered (datagram protocol) and there is no error detection.

Structure of a Packet

The fields at the beginning of the packet, called the frame header, define the IP protocol’s
functionality and limitations.

e 32 bits are allocated for encoding source and destination addresses (32 bits for each of
these address fields).

e Theremainder of the header (16 bits) encodes various information such as the total packet
length in bytes.

e Hence an IP packet can be a maximum of 64Kb long.

Transmission Control Protocol (TCP)

TCP is a connection oriented protocol. It guarantees safe delivery of data. Its functionality includes
error detection, making sure that packets are received in order, etc. Before data is sent TCP makes
sure that the computers establish a connection using a combination of signals and acknowledges.

e TCP provides support for sending and receiving arbitrary amounts of data as one big stream
of byte data (IP is limited to 64Kb).

e TCP does so by breaking up the data stream into separate IP packets.

e Packets are numbered, and reassembled on arrival, using sequence and sequence
acknowledge numbers.

e TCP also improves the capability of IP by specifying port numbers. There are 65,536
different TCP ports (sockets) through which every TCP/IP machine can talk.

The TCP data packet supports this functionality by including source and destination ports, packet
sequence number, and acknowledgement number.

Other important protocols include UDP (User Datagram Protocol) a connectionless protocol.
Because itis connectionless it is very fast. Itis often used for sending time information.
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Internet Application Protocols

Several protocols have been created that run on top of TCP/IP in order to provide various services to
users. These include:

FTP (File Transfer Protocol) allows the transfer of collection of files between two machines
connected to the Internet.

Telnet (Terminal Protocol) allows a user to connect to a remote host in terminal mode.
NNTP (Network News Transfer Protocol) allows the constitution of communication groups
(newsgroups) organized around specific topics.

SMTP (Simple Mail Transfer Protocol) defines a basic service for electronic mail.

SNMP (Simple Network Management Protocol) allows the management of the network.

Network Program Examples in Python

Below is some code for establishing a socket connection. The socket is created at port; in this case
the portis number 9986. The example is a bare bones server that listens to the port. When a
connection is made, using telnet, the server sends some data, and closes the connection.

Server Notes:

e The python sock library supports the application.

e The portcan be se to any port number.

e This program will accept connections from 5 clients at once, and after that it refuses
connection.

e To send data back to the client it needs to be in byte form. This is supported by using the
encode() function inherent to strings.

Client Notes:

e Theclientis atelnet session established in a command prompt. To so open a command
prompt and type the command: pkgmgr /iu:"TelnetClient"
e Make sure the server program is running, and then in the telnet session connect to the
server using the command: telnet 127.0.0.1 9986
o This command establishes a connection to the server on the local machine at port
9986

The server code is below:

# -*- coding: utf-8 -*-

nan

Created on Tue Jan 14 11:43:17 2025
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@author: patrick

Examples from: https://www.geeksforgeeks.org/python-network-programming/

To test:
open a command prompt
at prompt type: pkgmgr /iu:"TelnetClient"
at prompt type telnet 127.0.0.1 40674

# first of all import the socket 1ibrary

import socket

# next create a socket object
s = socket.socket()

print ("socket successfully created")

# reserve a port on your computer in our
# case it is 40674 but it can be anything
port = 9986

Next bind to the port
we have not typed any ip in the ip field
instead we have inputted an empty string

this makes the server Tisten to requests

* O W W H®

coming from other computers on the network

bind(('', port))

n

print ("socket binded to %s" %(port))

# put the socket into Tistening mode
s.Tisten(5)

print ("socket is listening")

# a forever Toop until we interrupt it or
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# an error occurs
running = True

while (running):

# Establish connection with client.
c, addr = s.accept()

print ('Got connection from ',addr )

# send a thank you message to the client.

c.send(b'Thank you for connecting\n\r')

for j in range(10):
# You have to be careful when sending data.
# It needs to be in byte format, the encode method helps with this.
myString = str(j)+" Hello TV Land!\n\r"

c.send(myString.encode())

# Close the connection with the client

c.close()

The server output is as follows:

runfile('C:/Users/sLU/Fall 2024/Research/python programs/socket telnet test.py',
wdir="C:/Users/SLU/Fall 2024/Research/python programs')

Socket successfully created
socket binded to 9986
socket is listening

Got connection from ('127.0.0.1', 60708)

The output in the telnet window is:
Thank you for connecting
Hello TV Land!

Hello TV Land!

Hello Tv Land!

Hello TV Land!

Hello TV Land!

Hello TV Land!

HeTllo TV Land!

N O v AW NN =R O

Hello TV Land!
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8 Hello TV Land!
9 Hello TV Land!

Connection to host lost.

C:\Users\patrick>

This works fine, except that it leaves the server running forever. To shut it down, the kernel will need
to be restarted.

Here is another example. This time the server can receive data and respond to commands in the
form of strings. To make this work for multiple clients, a separate thread for each client that is being
serviced could be implemented.

# -*- coding: utf-8 -*-

Created on Tue Jan 14 14:45:58 2025

@author: patrick

example originated from: https://stackoverflow.com/questions/7749341/basic-python-
client-socket-example

To test:
open a command prompt

at prompt type: pkgmgr /iu:"TelnetClient"
at prompt type telnet 127.0.0.1 40674

nan

import socket
serversocket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

print ("socket successfully created™)

port = 9986
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serversocket.bind(('localhost', port))

print ("socket binded to %s" %(port))

serversocket.listen(5) # become a server socket, maximum 5 connections

print ("socket is Tistening")

connection, address = serversocket.accept()

print ('Got connection from ', address )

myString = ""
running = True
while running:
# wait to receive a piece of data
buf = connection.recv(64)
# If you got a piece of data, snag it.
if len(buf) > 0:
print(buf)
# Concatenate into string.
myString = myString + buf.decode()
print(myString)
# Process any commands.
if ("quit" in myString):
running = False
elif ("send data" in myString):
# Send data.
for j in range(7):
data = str(j)+" Hello TV Land!\n\r"
connection.send(data.encode())
# Turn off data send.

myString = myString.replace("send data", "sent data")

Here is simple client program that communicates with the above server:

# -*- coding: utf-8 -*-

nan

Created on Tue Jan 14 15:23:46 2025
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@author: patrick

example originated from: https://stackoverflow.com/questions/7749341/basic-python-
client-socket-example

import socket
import random

import time

clientsocket = socket.socket(socket.AF_INET, socket.SOCK_STREAM)

clientsocket.connect(('localhost', 9986))

data = ["Hello TV Land!", "send data", "quit"]

running = True
whiTe(running):
pick = random.randint(0, 2)
m = data[pick]
clientsocket.send(m.encode())
if (pick == 0):
pass
elif (pick == 1):
time.sleep(0.1)
buff = clientsocket.recv(1024)
print(buff.decode())
elif (pick == 2):
running = False

time.sleep(1)

In order to run these, turn on the server code first, then start the client. These will be running on the
local machine.

To run on non-local machines, the IP address of the server must be known to the client programs.
This address can be found by typing “ipconfig” at the command prompt of a windows console
program. See the example below:
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C:\Users\patrick>ipconfig

windows IP Configuration

Ethernet adapter Ethernet:

connection-specific DNS suffix . : attlocal.net

IPv6 Address. . . . . . . . . . . : 2600:1702:44d0:7e10::38

IPV6 Address. . . . . . . . . . . : 2600:1702:44d0:7e10:13d4:461d:90a7:57cf
Temporary IPv6 Address. . . . . . : 2600:1702:44d0:7e10:65f6:2cbha:eae4:9f8a
Link-Tocal IPv6 Address . . . . . : fe80::5bda:5a09:ad27:361e%4

IPv4 Address. . . . . . . . . . . ! 192.168.1.162

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : fe80::a2e7:aeff:fele:1lac0%4

192.168.1.254
wireless LAN adapter Wi-Fi:

Media State . . . . . . . . . . . : Media disconnected

Connection-specific DNS Suffix
wireless LAN adapter Local Area Connection* 9:

Media State . . . . . . . . . . . : Media disconnected

connection-specific DNS suffix

Use the IPv4 address of the machine that the serveris running on. Each client program will have
that address preset in them so they can connect to the server.

A Sample for Assignment and Test

1. Create a chat program in which the server acts as a message passer between the clients. When
a client logs into the server, they should provide a username. The server will then use that to
pass messages between clients or have a group mode or broad cast mode.
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